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Collapse multiple platforms in a
Unified Network as a Service stack

Bandwidth Aggregator B T = S D W A N

Worlds most  secure

Patent applied, True WAN
WAN Routing aggregation & dynamic  key

rotation-based  Solution

Firewall

LAN Monitor

\DAM BT-WAN/ LAN
IPS/IDS M gm t

A complete remote hands
Mgmt solution for integrated LAN
e devices, WAN  Links ~ and
nti-virus Application monitoring  with
End-Point Security single pane of glass for alerts
Threat Intel/ DDoS BT_SECURE
EPBAX Integrated  Stateful and Next

gen firewall with end- point
security  solution

WAN/LAN Management Solution

Service Components

*  Web Interface based Policy
All LAN Device Dis Configuration manager

Monitoring .
»  Supports in cloud or on-prem

CPU/ RAM/ Hard Disk utilization and deplogneRith Fole-based access
Power Outage alerts

Connects to CPE for monitoring
Orchestrator - Provides single pane of glass across
Applications installed & Deployed on VM the network for LAN- WAN monitoring

i HH i 1D
NN CPU utilization at centralQC Proactive configurable alerts

WAN link throughput/ utilization & SLA t

monitoring and alerts i

Zero touch deployment with no GUI /

MAC Filter/ DHCP Server, !iUUUU| CLland

reservation/ QoS / Userrate limit .
Tunnel-less communication to

CPE at Orchestrator via TLS 1.3 based REST
In- Built Wi-fi Controller on branch API connectivity
existing AP for WLAN mgmt. 5Port2

SIM + "Dying Gasp" for power outage warning




BYTESCREEN Managed LAN Monitored
Elements for visibility & alerts

Hardware

{}a System Uptime & Host NAME

Motherboard Type Sample: 0S Type | Patch Installed | Browser details | Up since | Last outage | Tickets data | Periodic
Intel64 Family 6 Model 78 Stepping 3 Application Name, i lled date, Version summary & Alerts.| Host Name Configured on
AT/AT COMPATIBLE and Patches device

Interface Detection Adapters & Drivers Process & Storage Details
e
Loop back  Interface Name, Packets Count, — Physical Type of drivers,MTU, Speed 2
" g ’ d System 32 Run Status, CPU used, RAM
details Up/down and enable status Interface admin status, up time, packet b used
Encapsulation Type, MTU and Eaient, pliysiee eeklicss Operating  Run Status, CPU used, RAM
Speed, Up/down status, Packet connected System used
PPPOE details Count Bluetooth Bluetooth Device (Personal Area .
Interface Network)-Npcap Packet Driver sy IR EITE LY

Port Type, Port Controller details, used

Wi-Fi Type of adapter, Encapsulation L
Physical MAC address, Speed, MTU, Adapter type, MTU, Speed, MAC address, Applications Run Status, CPU used, RAM
Ethernet Port Packet count, Up/down status Details Up/down status, Packet count ' used - .
Bluetooth device type, Speed, Wi-Fi virtual Microsoft Wi-Fi Direct Virtual Hard disk  Type of Hard disk, Capacity
MTU, Admin status, Operational adapter Adapter #2-WFP 802.3 used and free '
Bluetooth Status details Physical Type of RAM, Capacity
Tunnel Types, Packet Count, Debug Microsoft Kernel Debug Network Memory :
L2TP and Enable status, Errors, Up/down Network Adapter CPU details CPU Type, Number of
pPp2P statis Adapter processor, Clock speed

BYTESCREEN Managed LAN Monitored
Elements for visibility & alerts

NO GUI / CLI & Location Anomaly detection
Enables rapid deployment and with basic LO engineer at branch. Com-
plete security from local login by anyone. If device is moved a location
anomaly alert is generated (non GPS based)

COMPATIBLE WITH OTHER DEVICES

Compatible with existing firewalls, switches or WAN solutions.
It can monitor WAN & LAN without any additional configura-
tion changes.

MAKE IN INDIA

Proudly Make in India solution offers complete peace of mind and
compliance with Class | norms. Software is embedded Linux hard-
ened and crash free.

WIFI MANAGEMENTS & AP's
Our Managed WiFl Access Point Controller and WiFi Manager
enables IT staff to manage multi-site, multi-tenancy networks.




Our Friendly GUI : Summary Dashboard wi
rich data

HeatMap 1P Aacsilability Sumemary O L F Indrastructure Snapshot Volames with most Disk Usage Recent Alarms -

. 4864 i e Davles Daewicm Sams Vol Utilismsinn%]
I O twrvr e om ] o Chlebmi NN %0
400 0 Rower | 2 2 O L _— ¥
I Q wins 1 r 1 O L] =
= Datse 2 3 2 PR c - s
=) 2610 © Pl 0 o o " c - A
| = P v c - o
relies : =
[-LYE [SATST
Liad
Dievices by Memaory UtiEzation Qe ° 2 L e c [ =
! L ¢ i L) Lo Chlsbel. W W [ e I T S S —
Dt Mo i Ay B Acrwiermt O o L ) Oy
Inbartics Mame e ope-f o = = | 21w ST P
o L — L
. B ation BTLOIIOC« Mot il rrass WC 03 Mg P O Wiviem 0 o L] | AR Lrrenbberett ks ey Al
i (1] — i |
Ervery 0| Dbt & O us o o o l“:"'..-,. - 5t
O L] _— n
" et WTLATIH ¢ Fnt e W & 3-Mprmp Forn o P 7 ¥ R Devines Ly CPU Utilizabion 5= 1118 S oo b 0951l T
P 2% = - :
Erver-0] rrardr-ALM4 & & U O s o | 22 Fet poam0a 55,58 = T
HE T 5% (7]
Ehami @ Mlirras M [
-3 15 = T e A el B R PP A o haw 2 : # 2 i AL SN arangn M. T Unege Types
i i :
Pk a7 _— bl
Ervors. 4} Discarts: L3316 & Fou o o o | 72 pah T mrs
Cineis 52 - a2 ) . BB a8 -
o . = ot ATV TEIC e S T ) & ucs o o [ o N T —
i
2 - e :
3] ety - LN G & o o o 0 e & ok A3 P ET
PO L1 - poay " -
7 Wi WTLEIINT + Fumd Eitwarras WIC 93 Fibmrvad 3 B fihwaas o o L AP Prages Flepith i1 0rmcsl i 1 ewens (8 000 b
Mlop “ = = D] Fl m -
0} Dinearth - T5.805 0 g Mo " 5 1 11 e
¥ e 1 L]
e NTLBI09Cs it it WC Bd-Earmses :—mmn—..-uu.-..u..-
o ) Uil o o [ Py a = o

Our Friendly GUI : Drill down at Branch level
for user specific data
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Our Friendly GUI : Auto-discover LAN
connected devices

User Details x
Sr.No MAC Address Vendor Name |P Address User Mame Types Status | Signal Up-Time/ Device Type Send Alert DOperation
Down-Time
1| 00:47:69:10:18:a0 Frivate 172.16.140.108 Wired UF 318:13:06 | OfficialPersonal 000
2 | 4md5TTdzenTT |CHONGQING FUL | 17218140118 wripe | ue | 9 Cfficial Perzanal 000
3 | M0Zz3E1081 |PAX ComputerTe.. | 172.18.140.173 wrizel | e | o e o
4 | 4cd57770:d531 [CHONGRING FU.. | 172.18.140.231 N - | OfficialPersans! 000

5 Be:72:62:45:dbcf2 172.18.140.104 —NA- DOWN Official Personal e
8 CHONGQING FU... 160.254.52.26 —NA-- DOWN OfficialPersonal e
T 00:17:cB:dB:boibd | KYOCERA Displa.. 172.18.140:201 —~MA- Do - Cfficia¥Personal e
g 42:04:1d:0a:a1:2b 172.16.140. 117 —NA- DOWN - 16-Dec-2023 20:52:06 OfficialPersonal o
e B5:67-d8:be:07T:eb 172.78.140.141 e DOWN - 14-Dec-2023 14:14:08 OfficialPersonal e
10 al:20:42:Td:54:ec ntel Corporate 172.16.140.214 —NA- DOWN - 13-Dec-2023 18:2 icialPersonal e
" 172.96.140.22% —MA-- DOWN OfficialPersonal e

Our Friendly GUI : Traffic Flow Analyzer
connected devices

LAN Visibility

h e

MAC Soures 1P Sourcs Port Dustination IP Destinatisn Port Protocol TX (yros) = RX (bytes) = TX (spend) » R¥ {speed) +
OaBb:34:22.01:77 1921 50157 Sooo top 10547 27054 a7z 963
Ua:Bh:34:32:01:77 oth.5 50215 CBS SERVER 9000 . tep . 9781 2549
UaBb:34:22:0177 othil.5 50213 2000 tep B0ug 5133 290 183
Oafb 34220177 Sna64 S000 Iep 4937 5973 176
OaBb:34: i 50214 5000 tco 7104 2745 254 Ja
UaBb:3A:22:0L: 77 S000 tep Ba07 1078 193 74

OaBb:34:32.0177 Bthi.5 9000 tep 4533 1738 162

OaBb:34:22:0L77 ethl5 57011 8000 top 2029 72 107
OaBb:34 DLFd 1821682313 51210 o000 tep 1260 &00 1e 41
OaBb:34:22:01:77 othD.& 18921682310 54507 CHS SERVER 2000 wp 11684 695 42 24

MNumber of records © rows s “ n ] 3 4 5 E 7 a 9 10 . 16




Our Friendly GUI : MAC Filter restricts
device logins

WLAN Configuration

Allow MAC

MAC Filter ‘)

Mac Addrass * Mat Name * m

SN | MAC Address | Mame Gperations] -

1 eH:6F38:7b:53:47 | sanket a8

3 | BANZ - |

= : |
Our Friendly GUI : Location Anomaly
detection prevents device misuse

Sr.Na. Risk Score Status Action
5 MIT
2 a Locatian changs
i 1 stan changs

4 4 Location changs

o
I
o

cation changs O Approved - L panied

10000000

6 1 C aopovea O peied
S o) i
4 Locataon change ' Approved
& 4 Locetian changs © aoprov
Hictory
3 Rick Scora Statuc By Date modified




Our Friendly GUI : WLAN monitoring dashboard
If used as AP controller
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Our Friendly GUI : Remote Diagnostics of
network elements

|

IP Config ‘

IPCONFIG

Interface”

Previously call

T Submitted On (27

4:B5:68\S058V>

Eth8 Link encap:Ethernet HWaddr C@:FB:F9:(4:65:68

inet addr:163.125.161.182 Bcast:183.125.161.183 Mas

inet6 addr: fed®::c2fb:f9ff:fecd :b568/64 Scope:link

UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

4668566 errors:@ dropped:® overruns:@ frane:d
17 errors:1 dropped:® overruns:® carrier:8
ons:@ trgqueuelen:1888
RX hytes:11461965 (16.6 GiR) TX hytes

ethl Link encap:Ethernet HWaddr CB:FB:F9:C4:B5:67

inet addr:172.16.247.1 Bcast:172.16.247.7 Mask:255.255.255.148
inets addr: fega: Faff:Fecd :bSET/64 Scope:link

UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1

RX parkets:1395384 errors:@ dropped:@ overruns:@ Frame:@

T¥ packets:SRA5E93 errors:@ dropped:@ overruns:@ carrier:@




Our Friendly GUI : WAN Monitoring to
determine Throughputs & SLA's

Lo . $ Up Since 0d4-06-2022 12:59 P Lot o .ﬁ G-2022 12:59 P
53 ms I + 230.54 Kbps / * 5162 Kbps 64 ma ' + 8647 Kbps /™ 2416 Kbps |
6:202
+EB4.6M | +67.4M () HEBI.OM | +67.8M

m

04:06:2022 01:05 PM

_— o & - | Up Since 04-06-2022 OLOL PM - ” & g | Since 04-06-2022 0101 PM
172 mas + 04-06-2022 01:05 PM l 172 ms & 04-06-2022 0105 PM
+850.9 | »~187.2 +14.2M | 4.1k

04062022 0105 PM

Enables 3rd Party AP Control enabling 7
Optimal reuse of existing infra

Features & Benefits itz ol
* Remotely managed service

* Improved User Experience
+ Deployment P

Main AP Canhgurtion

v" Pre-configured Aps

v Reduced deployment time

* Centralized Management:
v Single cloud- based interfface -
v" Simplified network management

+ Easy Visibility
v’ Status check (Online / Offline)
v Users Connected Count
v" MAC Model & IP details e Aot

+ Self- diagnosis service

« Multi- Brand AP Controller | fome

v" Supports ~2000 brands of models e




Our Friendly GUI : MAC Filter restricts
device logins

WLAN Configuration

Allow MAC

MAC Filter ‘)

Mac Addrass * Mat Name * m

SN | MAC Address | Mame Gperations] -

1 eH:6F38:7b:53:47 | sanket a8

3 | BANZ - |

= : |
Our Friendly GUI : Location Anomaly
detection prevents device misuse

Sr.Na. Risk Score Status Action
5 MIT
2 a Locatian changs
i 1 stan changs

4 4 Location changs

o
I
o
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Hictory
3 Rick Scora Statuc By Date modified




www.bytescreentech.com

BYTESCREEN Tech Pvt Ltd stands firm in our mission to redefine the
landscape of networking solutions through innovation, reliability, and
customer-centricity. We are committed to pushing the boundaries of
technology to deliver products and services that not only meet but
exceed the evolving needs of our clients. As we continue to evolve &
grow, our dedication to excellence remains unwavering. We invite you
to explore our comprehensive range of networking solutions, tailored
to empower businesses of all sizes and industries to thrive in the dig-
ital era. Whether you're seeking robust security measures, seamless
connectivity, or advanced management tools, BYTESCREEN Tech is
here to support your

journey towards success.

For inquiries, collaboration opportunities, or

to learn more about how BYTESCREEN Tech
Contact Details: can elevate your network infrastructure,

please don't hesitate to reach out to us.

www.bytescreentech.com




